OEJNEPAJIBHASA CJIIYKBA I1IO TEXHUYECKOMY U 3KCIIOPTHOMY
KOHTPOJIIO

NHPOPMAIIMOHHOE COOBLHIEHHUE
O BAHKE JAHHBIX YI'PO3 BE3OITACHOCTU UH®OPMAIIUU

ot 6 mapra 2015 r. N 240/22/879

B cootBerctBuu ¢ moanyHkTtoMm 21 myHkra 8 Ilonoxenuss o denepanbHoil cityx0e 1o
TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO, YTBEpXKIAEHHOro Yka3zoMm Ilpe3uneHra
Poccuiickoit denepannu ot 16 aBrycra 2004 r. N 1085, denepanpHoit cimyx00i Mo
TeXHUYeCKOMYy U dkcnoptHomMy KoHTpoito (DCTOK Poccum) coBmMecTHO C
3aMHTEPECOBAHHBIMU  (eiepalJbHBIMU  OpraHaMyd  HMCIOJHUTEIBHOM  BIACTH U
opraHuzanusiMu copMHUpPOBaH OaHK JaHHBIX Yrpo3 0€30MacHOCTH HH(OPMAIUH.

Joctyn k 0aHKy JJaHHBIX YIpo3 0€30MacHOCTH MH(OpPMALMU OCYLIECTBISIETCS Yepe3 CETh
«nTepuer» (ampec: www.bdu.fstec.ru). Bo3amoxen poctyn depe3 ouiuanbHbIA CalT
OCTOK Poccun (pasgen «TexHuueckas 3amura uHDOpManuu», noapasgen «baHk
JAHHBIX YTPO3»).

baHk naHHBIX yrpo3 Oe3omnacHocTH MHGOpPMalUMU BKIOYAET 0a3y JaHHBIX YSI3BHUMOCTEH
IIPOrpaMMHOTr0 o0ecneueHus (fajee — ya3BUMOCTH), a TAK)XKe NePEUYeHb U OIMCaHHUE YyIpo3
O0e3zonacHocTH  WH(pOpMaMU, HauboJiee  XapaKTepHbIX Uil  TOCYJAapCTBEHHBIX
WH(POPMAIMOHHBIX CHUCTEM, HH(POPMAIIMOHHBIX CHCTEM IMEPCOHANBHBIX JAHHBIX W
aBTOMATHU3UPOBAHHBIX CHUCTEM YIPABICHUS MPOU3BOJCTBEHHBIMH W TEXHOJOTUYECKHUMHU
mpolieccaMi Ha KPUTHMYECKHM BaXXHBIX O00BekTax (masiee — uWHOOPMAIMOHHbBIC
(aBTOMATU3UPOBAHHBIC) CUCTEMBI).

bank  mamHBIX yrpo3  Oe3omacHocTd  uHGoOpManmu  cPopMUpOBaH B IENIAX
UHOOPMAITMOHHOW W METOAUYECKOM TMOJJICPKKU TIPU  TMPOBEACHUH  OpraHaMu
rOCyJAapCTBEHHOM BJIACTH M OpTaHU3ANMSIMHU paboT 1O:

OMpENENICHUI0 M OLEHKE yrpo3 O€30MacHOCTH HMHPOpMauud B HHPOPMALMOHHBIX
(aBTOMaTU3UPOBAHHBIX) CHUCTEMax, pa3paboTke Mojesied  yrpo3  0e30MacHOCTH
uHbpopMalluu B XOJIe CO3MaHMsA U OKCIUTyaTallud  WHGOPMAIMOHHBIX
(aBTOMaTU3UPOBAHHBIX) CUCTEM;

BBISIBIICHUIO, aHAIM3y W YCTPAHEHUIO YSI3BUMOCTEH B XOJI€ CO3/IaHUS W IKCIUTyaTalluu
“H()OPMAITMOHHBIX (AaBTOMATHU3UPOBAHHBIX) CHUCTEM, MPOTPAMMHO-TEXHHYECKUX CPEJICTB,
MPOTPAMMHOTO OOECIIEYeHHUSI W CPEJACTB 3alUThl MHGOPMAIMH, MPOBEACHHUS PadoOT O
OIIeHKE (TTOJTBEPKICHUIO) UX COOTBETCTBHUS 00s3aTEILHBIM TPEOOBAHUSIM;

pa3paboTKe, TPOU3BOJACTBY U MOJAEPKAHUIO MPOrPAMMHBIX (IIPOrPaMMHO-TEXHUYECKUX )
CPEICTB KOHTPOJIS 3alIUIIEHHOCTH WH(OPMALIMK OT HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

bank nanHbpIX yrpo3 6e30macHOCTH HHGOPMAIIUU NpeIHa3HAYEeH ISl

3aNHTCPCCOBAHHBIX OpraHoB FOCYI[apCTBCHHOﬁ BJIaCTH, OpraHoB MCCTHOTI'O
CaMOYIIPpaBJICHUSA H OpFaHI/I?)aHI/If/'I, ABIIAOIIUXCA B COOTBCTCTBHHM C 3aKOHOOATCIBCTBOM



Poccuiickoii  ®eneparuu  oOmanmarensmMud  wHGOpMAIMM, 3aKazdyukamMu W (WIIH)
orneparopamMu UHPOPMALIMOHHBIX (ABTOMATU3UPOBAHHBIX) CUCTEM;

OpraHM3alii, OCYIIECTBISIOLIMX B COOTBETCTBUU C 3aKOHOJATENbCTBOM Poccuiickoil
@enepan  pabOTBl MO CO3JaHUI0  (IIPOEKTUPOBAHUIO)  MH(GOPMALMOHHBIX
(aBTOMaTU3MPOBAHHBIX) CUCTEM;

OpraHM3alMN, OCYIIECTBISAIOIIMX B COOTBETCTBHM C 3aKOHOJATEIBLCTBOM Poccuiickon
denepanuu pabOTHl TO 3amuTe WHOOPMAIMU B XO0J€ CO3AaHUS (TPOSKTHPOBAHUA) U
AKCIUTyaTalui UH(POPMALIMOHHBIX (aBTOMAaTU3UPOBAHHBIX) CUCTEM;

OpraHM3alii, OCYIIECTBISIOIIMX B COOTBETCTBUU C 3aKOHOAATENbCTBOM Poccuiickoii
®denepanyu co3aHUE MPOrPAMMHO-TEXHUYECKUX CPEICTB, IPOIPAMMHOI0 OOECIIEUEHUS U
CPEICTB 3alIMThl HH(OPMALUY;

3asiBUTENICH Ha 0053aTeNbHYIO CePTU(GUKAIINIO CPEJICTB 3alIUThl HH(OPMAIUY;

OpPraHoOB MO CepTU(UKALMU U UCIBITATEIbHBIX JAa00paTOpuil (LIEHTPOB), BBHITOJIHSAIOIINX
paboThl MO OIEHKE (IMOATBEPXKIEHUIO) COOTBETCTBUS B OTHOLICHUU CPEACTB 3alUThI
uH(popmanuu.

Buecenne wuHpopmamuu 00 yI3BUMOCTAX M Yrpo3ax O€30MacHOCTH HH(pOpMaluuu
(BKJIIOYasl peJakTUPOBAHUE, M3MEHEHHUE, HAMOJHEHHE (100aBJIEHUE HOBBIX 3aluCcel) B
0aHK aHHBIX yrpo3 6e3onacHocTy nHGopmarmu ocyuectisgercas PCTIOK Poccun.

B 06ank nmaHHbIX yrpo3 0e30MacHOCTH HWH(OpMAIMU BKIIOYaeTCss HHPopManus 00
YSI3BUMOCTSIX M yrpo3ax 0e30macHOCTH HMH(OpMallMU, TOJy4YeHHas IO pe3yJbTaTaM
BBISIBIICHUS 1 aHAJIN3a:

CBEJICHUI, OIMyOJIMKOBAaHHBIX B OOIIEJOCTYNMHBIX HCTOYHUKAX, B TOM UHCIE B
UH()OPMAIMOHHO-TEJICKOMMYHUKAIIMOHHOM ceTn MHTepHeT;

CBEJICHUI, TIOJIyYEHHBIX O pe3ysbTaTaM paldoT, MPOBOAUMBIX (eepalbHbBIMU OpraHaMU
WCIIOJIHUTENILHOM BJIACTH B pAMKaX CBOMX MOJIHOMOYUMA (KOMITETEHIIN);

CBEJCHUM, MOCTYIHUBIINX U3 OPraHOB T'OCYIAapCTBEHHOW BJIACTH, OPraHU3alMid U HHBIX
JIU1I, BBITIOJTHSIOMIMX PA0OTHI MO 3aIuTe HHHOPMAIIUH.

Kaxnoii ysa3BUMOCTH U yrpo3e 0e30MacHOCTH UHGOpMaIUU, MOJjIeKalleil BKIIOYEHUIO B
0aHK JaHHBIX yrpo3 6e30macHOCTU HH(OpMAIHU, IPUCBAUBACTCS UIECHTU(UKATOP.

Nnentudukatop, NpUCBaUBaEMbIi ySI3BUMOCTH, COCTOMT U3 JBYX Tpynn mudp,
pa3ieNieHHbIX Ae(UCOM, U UMEET BU/I;

XXXX-XXXXX.

IlepBas rpynmna mudgp «XXXX» mnpeacrariser coOOW KalleHIApHBIA TOJ] BKIOUYCHUS
yS3BUMOCTH B OaHK JaHHBIX Yrpo3 Oe3zomacHocTH WHpopMauuu. Bropas rpynma uudp
«XXXXX» sBIA€TCS TOPAIKOBHIM HOMEPOM YSI3BUMOCTH B OaHKE JaHHBIX Yrpo3
06e30macHOCTH UH(POPMALIUU.

Nnentudukatop, npucBamBaeMbiii yrpo3e O€30MacHOCTH HWH(OpPMAIUU, COCTOWT U3
OykBeHHOI a00peBuatypbl «YBU» u rpynisl mudp 1 UMeeT BU:

YBU.XXX.



['pynma mudpp «XXX» mpencraBisieT coO0H MOPSAKOBBI HOMEp Yrpo3bl O€30MacHOCTH
nHpopManuu B 6aHKe TaHHBIX yrpo3 0e3onacHocTy uHpopmanmu (ot 001 10 999).

VS3BUMOCTh MNOAJICKUT BKIIOYCHHIO B OaHK JaHHBIX YI'pO3 0e301acHOCTH I/IH(bOpMaIII/II/I,
CCJIH 110 PE3yJibTaTaM €€ aHaJ/IN3a IT0JIYYCHA U IIPOBCPCHA I/IH(l)OpMaHI/IH, KaK MUHHUMYM, IIO
OIIMCAHUIO YA3BUMOCTH, HAMMCHOBAHWIO W BCPCHHU IIPOTrPaMMHOI0 O6€CH€‘1€HI/ISI, B
KOTOPOM BO3MOJKHA YA3BUMOCTB, YPOBHIO OIIACHOCTH YA3BHUMOCTH.

VYrpo3a Oe3zomacHOCTH HWHGOPMALMK TOMJICKHUT BKIIOUYEHUIO B OaHK JaHHBIX Yyrpo3
0e30MmacHOCTH HH(POPMAIIH, €CITU 10 Pe3yIbTaTaM €€ aHallh3a U MPOBEPKH IMOJIyuYeHa BCS
HeoOXxouMast HHGOopMaIiusl.

Bxtouenune wunH@opManuu B OaHK JaHHBIX yrpo3 0€30MacHOCTH  HH(pOpMaLUU
OCYIIECTBJISICTCSL 10 Mepe MOsIBICHUS (TIOJyYEHHUsI) CBEJACHHM O HOBBIX YA3BUMOCTSAX U
yrpo3ax 6e30macHOCTH UH(POpPMAIIMK U UX PACCMOTPEHUS.

Joctyn Kk 0aHKy JAaHHBIX yrpo3 0€30MacHOCTH MH(OPMAIMU OCYLIECTBIISIETCS B PEKUME
npocMmotpa (ureHus) wuH(popmauuu 00 YA3BUMOCTAX U Yrpo3ax 0e30macHOCTU
uHdpopmanuu. HMupopmanus, coaepxamasics B OaHKE MaHHBIX YIpO3, SBISETCA
00111eTOCTYITHO.

3anHTEpEeCOBAHHBIM OpraHaM T'OCYJAapCTBEHHOW BJIACTH U OpPraHU3alUSIM PEKOMEH]IYEeTCs
MCIIOJIb30BaTh HMH(OpMaIUio, coAeprKallytocss B OaHKe MaHHBIX Yyrpo3 Oe30MacHOCTH
uH(OpMaIMK, TIPU OpTaHMW3AIMd W TPOBEICHWM BCEX BHJIOB paldOT IO 3aIIUTe
nH(OpMAIMY, yCTAHOBJIICHHBIX HOPMATHBHBIMH TIPABOBBIMH aKTaMH, METOIUYCCKUMU
JOKyMEHTAaMHU W  HalWOHAJIBHBIMH  CTaHAapTaMH B  oOmactu  oOecrieueHus
nH(}OpPMAITMOHHON 6€30MaCHOCTH.

Jlumam (MccnenoBaTesiM), TIAHUPYIOIIMM HaIpaBUTh WHMOpPMAIUIO 00 YS3BUMOCTSIX B
0aHK JMaHHBIX yrpo3 Oe3omacHocTH HHPopManuu uepe3 pazaen «OOpaTHas CBS3bY,
HEOOXOJMMO YUYUTHIBaTh, YTO JaHHBIC ((pamMuiIvs U UMs) UCCIEAOBATENs, BBISIBUBIIETO
YSI3BUMOCTH, MOTYT OBITh OIyOJIMKOBAaHBI B OaHKE JAHHBIX Yrpo3. ITO HEOOXOIUMO JIs
aHaiM3a W OpTraHM3allid YCTPAHEHHs YSI3BUMOCTEH B KOHKPETHOM MPOTPAMMHOM
oOecrieueHnu, B X0/Ie¢ KOTOPOTO BO3MOKHO MOTPEOYIOTCS B3aMMOJICHCTBUE U COBMECTHBIE
neiictBus co crenuanuctamMu CiykObl W (WJIM) WHBIMH OpTaHU3AIMSIMH, BKIIOYast
pPa3pabOTUYMKOB (MTPOU3BOAUTEIICH) TPOTPAMMHOTO OOECIICYCHHUSI.

B teuenne 2015 roga @®CTOK Poccum nmnaHupyeT OCylmIECTBIATh MOHUTOPUHT U aHAJIN3
GbyHKIMOHUpPOBaHUST 0aHKa JaHHBIX YTpo3 O€30MaCHOCTH, a TaKKe OTPAO0OTKY MPOUETYp
B3aMMOJEUCTBUSA 3aUHTEPECOBAHHBIX OPraHOB IOCYJAapCTBEHHOM BJIACTH M OpPTraHU3aIUKN
[0 BBIABJICHUIO, AHAIN3Y M YCTPAaHEHUIO ysa3BumocTed. [lo pesynpraram ykasaHHOM
paboTel OyIOyT oOIpeAeseHbl HANpaBJICHUS COBEPIICHCTBOBAHUS U  PACIIMPEHUS
(yHKIHMOHATBLHOCTH OaHKa IAHHBIX YyIpo3 0€30MacCHOCTH UH(POPMALIUU.

HavansHuk 2 ynpasneHus

B.J[roTukoB



